
PRE- EVENT BRI EF 

SW I SS I N TERNET VOTI NG TECHNOLOGY 
A sse m b l ed  b y  Th e Ho l lyw ood  Hi l l  

 

1 . W h y  I n t ern et  Vot ing? 

Th e ar g um en t  f o r  I n t er net  v o t in g  is t hat  i t  can  
incr ease v o t er  p ar t icipat ion , an d  i t  can  low er  
cost s. 
 
By making vot ing easier and more accessible from 
your home or office,  and allowing for a longer  window 
of vot ing t ime -  over an ent ire week instead of one day 
-  you can dramat ically  increase part icipat ion. 
 
Lowering the cost s of each elect ion means you could 
have m ore of them, which would foster a m ore 
part icipatory dem ocracy in which more quest ions are 
placed direct ly  before voters. 
 
Th e  Su c c e s s  o f  t h e  Sw is s  M o d e l  
 
Swit zer land has launched pilot  project s enabling cit izens in t hree 
Swiss cant ons to vot e f rom  hom e using t heir com puter . This type of 
elect ronic vot ing, also known as rem ote vot ing, is offered as an 
opt ion,  in addit ion t o vote-by-m ail and polling stat ions. The 
int roduct ion of vote-by-m ail in Switzer land significant ly  increased 
voter part icipat ion. The core goal of Swiss I nternet  vot ing is t o 
increase part icipat ion even m ore. Ear ly result s have been very 
posit ive. Since t he roll-out  of t he t hree pilot  project s, 50%  of norm ally 
abst aining vot ers have cast  ballot s online. 
Swit zer land already has a highly part icipat ory dem ocracy . From  1989 
to 1998, Swiss voters were asked t o vote an average of m ore t han 32 
t im es per year! ! !  This is a stark cont rast  t o the U.S., where vot ers are 
asked to go t o t he polls two or t hree t im es a year at  m ost . Wit h so 
m uch vot ing act iv it y, it 's easy t o see why today 95%  of t he vot ers in 
Swit zer land's Cant on of Geneva use vote-by-m ail instead of v isit ing a 
polling stat ion. 



 
Can  w e  t r u s t  c o m p u t e r s ? 
 
Most  com put er securit y expert s believe t hat  com puter vot ing will lead 
to eit her lack of vot ing secrecy or exposure to undetect ably altered or 
m issing votes. Soft ware used in Diebold m achines and deployed in 
U.S. st ates such as Mary land has been shown by independent  
researchers t o be vulnerable t o num erous undetect able hacks. The 
software has been shown t o not  conform  t o v irt ually any securit y best  
pract ices, presum ably because it  was rushed t o m arket  after  t he 2000 
elect ion debacle. 
 
The ot her argum ent  against  internet  vot ing in t he U.S. is t hat  we 
haven't  yet  t r ied weekend vot ing or vote-by-m ail nat ionwide as ways 
to increase voter part icipat ion. I n 1998, t he State of  Oregon sw it ched 
over exclusively to vot e-by-m ail and has had t rem endous success. I n 
2004, 87%  of Oregon's registered vot ers cast  ballot s. 
 
I nt ernet  vot ing also int roduces digital div ide issues, in t hat  int ernet  
vot ing would m ake vot ing m ore convenient  only for younger and m ore 
affluent  voters. 
 

 

 
Th e Pr om ise of  eDem ocr acy  

Prov ided by  t he Swiss Delegat ion 
 
First  cam e t he Òpar liam entary dem ocracyÓ, where each MP 
represent ed t he whole nat ional com m unity . Polit ical part ies and t he 
div ision of society in social classes had not  been t heor ized yet . Then 
cam e t he age of Òm edia dem ocracyÓ, where the par liam ent  had t o 
m ediate between conflict ing interest s.  The polit ical part ies grew in 
relevance and seized t he MPsÕ role as expression of t he com m unity . 
Media played an im port ant  role of t ransm it t er between t he people and 
it s elected represent at ives. 
 

And now we have entered the third age, the age of 
Òpublic democracyÓ. Part ies st ruggle to retain their  
polit ical basis and keep in t ouch with the publicÕs 
demand as the populat ionÕs sociological com posit ion 
changes. The polit ical part ies tend to become public 
relat ion tools concent rated on electoral dates. The 



class system  is no longer able to express the social 
composit ion and the var ious over lapping social 
statuses.  This new imbricate polit ical landscape is 
reflected by the growing number of elect ions whose 
outcome is near ly a 50% / 50%  division of the 
electorates involved. 
A new, m ore act ive k ind of cit izenship is being invented while t he 
not ion of public space is being redef ined and extended. Cit izenship is 
less and less ident if ied wit h t he sole elect ion of representat ives and is 
m ore and m ore underst ood as a broader involvem ent  in public life, 
that  doesnÕt  correspond t o part y m ilit ancy. The role of new bodies 
such as non-governm ent al organizat ions grows, as t hey tend t o bet ter 
express t he public interest  by not  act ing along part isan lines.  Through 
theses bodies, cit izens are increasing t heir share of  power and holding 
their  represent at ives m ore account able of t heir  votes and choices. 
I n t his light ,  however , t he developm ent  of t he web -  whet her 
underst ood as physical network or as data st ruct ure -  car r ies t he 
prom ise of a larger public involvem ent  in public life. Just  as t he 
newspaper boom  of t he 19t h cent ury sparked a t hirst  for news -  or  
did it  sim ply reveal a huge ex ist ing need t hat  com pulsory  educat ion 
had cont r ibuted t o create? -  and ult im ately helped expand t he 
dem ocrat ic m odel, t he internet  boom  will change and expand t he way  
dem ocracy is being lived and exper ienced in m odern societ ies. 
The I nternet  also prov ides cit izens wit h an unprecedent ed m em ory . 
While it  was fast idious t o check paper  regist ers for t he votes of 
outgoing MPs or for t he candidatesÕ business interest , internet  brings 
a new ease in t he consult at ion and m aintenance of t his inform at ion. 
The bookkeeping is not  anym ore a priv ilege of t he state or of t he 
public adm inist rat ion. 
 
Because t hey underst and t hat  under t hese new condit ions, t heir 
reelect ion is being played dur ing t heir office t im e m ore t han during 
the elect ion cam paign it self , a growing num ber  of  MPs m aintain t heir 
own web portal which offers a real dialogue and public involvem ent  
space. First  t im e candidates have t o com pet e on t his ground and t ry  
to voice t he public concerns. This is eDem ocracy on t he m ove. Where 
will it  go? 
 
To o l s  Fo r  e D e m o c r a c y  
 
I m agine we are in t he year 2020, on t he eve of nat ional elect ions. The 
polit ical debat e is r ich of t he m any cont r ibut ions cit izens have posted 
on t heir  blogs and web sites. Mainst ream  m edia interact  wit h t his 
grassroots scene. 



 
Voters have access to a web plat form  t hat  prov ides four m odules:  
 

¥ The first  one allows voters to m atch on a num ber of 
issues their choices to those of the candidates seeking 
their suffrage. In Switzerland, where this m odule is 
being im plemented by a private group, it  is called 
Sm artvote. The idea is sim ple:  just  f ill the 
quest ionnaire candidates have also filled and the 
system will com pose the list  of candidates who best  
m atch your choices. Voters can also m ap their choices 
on six pre-defined dim ensions (at t itude toward the 
European Union, economic policy, social openness, etc.)  
on a spider chart  to m atch it  with each candidateÕs and 
each polit ical partyÕs chart . 

 
¥ The second m odule stores the votes of the outgoing 

MPs. Every voter can see for herself, issue by issue, the 
choices of those running for reelect ion. 

 
 
¥ The third m odule offers cit izens the opportunity to 

discuss their opinions with fellow cit izens or candidates. 
Cit izens m ay share their previously stored polit ical 
profiles with others and provide just if icat ions for their 
choices. For the forum s to be successful and their 
cont ribut ions to com ply with legislat ion on, for 
exam ple, racist  or discrim inatory discourse, they need 
to be m oderated. 

 
¥ The last  m odule is of course the internet  vot ing m odule. 

 
These four applicat ions already exist  , alt hough t hey have not  been 
im plem ented in a coordinated way. Swiss cit izens could for  exam ple 
already check  t heir opinions against  t hat  of candidates running for 
off ice on a Sm art vot e m odule and vote online. 
 
A  Pu sh  Tow a r d s  D i r e ct  D e m o c r a c y  
 
The consequences of  t he advent  of eDem ocracy could be far - reaching. 
We can prognost icat e t hat  t he r ise of  bot t om -up dem ocracy -  or 
bet ter said of  network dem ocracy -  will have deeper im pact s t han t he 
addit ion of som e new Òweb 2.0Ó-based funct ionalit ies. The 
developm ent  of network based polit ical exchanges and interact ions 
will affect  t he polit ical and elect oral system s. 



 
Will cit izens accept  t o elect  MPs every four of f ive years and ret ire int o 
pr ivat e life, when t he society is teem ing wit h ideas, proposals, needs 
or dem ands t hat  find t heir way t o t he web and, far m ore t han t oday, 
in t he m ainst ream  m edia? And how could t hey go on vot ing for sealed 
list s of candidates rat her t han for indiv iduals chosen am ong different  
list s, when t he elect ronic interfaces m ake it  possible t o m at ch t he 
candidatesÕ opinions one by  one against  oneÕs own? 
The first  im pact  of eDem ocracy  could t hus be an increase of t he so-
called direct  dem ocracy t ools, referendum s, init iat ives, recall ballot s, 
etc. The second -  a consequence of t he form er  -  could be an 
extension of federalism  and of t he powers of local aut horit ies. The 
third could be a change of elect oral rules favor ing proport ional ballot s 
and t he possibilit y  for vot ers t o m ake t heir  own list  by m ixing 
candidates f rom  different  part y list s or at  least  by choosing t heir  
prefer red candidates w it hin a single party list . 
 
While t he oracles standing by t he web in it s infancy decided it  would 
shr ink t he planet  and prom ot e world cit izenship, local issues or t he 
local avatars of global issues ( rem em ber t he Òthink global act  localÓ?)  
prove to be t he glue t hat  holds v irt ual com m unit ies t oget her and 
spark protest s. 
 
Not  only do local issues com pensate for t he dist ance created by t he 
dem ocracy by delegat ion, as Manin observed (Manin 1995) , t hey are 
also t he basis of t he com m unity social interact ions and t ies.  The local 
level is at  t he convergence of  t he em ot ional and polit ical dim ensions, 
it  is t he geographical and em ot ional nest  of the polit ical experience 
and feelings. Not  surpr isingly , all pilot s of part icipat ory dem ocracy 
using web tools have taken place at  t he local level, where t hey are 
the m ore m eaningful. 
 
I n ot her words, t he cit izensÕ newly gained power and relevance will be 
felt  f irst  and forem ost  at  t he local level. To answer t he cit izensÕ 
claim s, local aut hor it ies w ill need increased com petencies, t hus 
challenging t he inst it ut ional balance. I n t he sam e m ove, cit izens will 
dem and to handpick represent at ive t hey know rat her  t han rat ify party 
choices. 
 
I n t he end, t he advent  of eDem ocracy will im prove t he subject ive qualit y  
of t he indiv idualsÕ par t icipat ion and involvem ent  in t he public life, because 
eDem ocracy is about  qualit y , not  quant it y . There m ight  m e m ore r isks 
associated wit h refusing eDem ocracy t han wit h accept ing it . The cit izensÕ 
subject ive feeling of t he lack of available com m unicat ions channels w it h 
the aut hor it ies m ight  prove m ore dam aging than t he existence of direct  



ways t o interact  wit h t he elected represent at ives or  to challenge t heir 
decisions. 
 



2 . How  Th e Sw iss Techn olog y  W or k s 
 
 
Pi l o t  Pr o j e ct  # 1:  Ge n e v a  
 
Five years ago Geneva began developing it s e-vot ing syst em . The 
applicat ion has been developed by t he cant onal adm inist rat ion, in 
part nership w it h pr ivat e com panies.  The system  is based on exist ing 
vot ing m at er ial and does not  require any  special feat ures on a client  
com puter. 
 
Swiss registered voters already receive t heir polling cards and vot ing 
m ater ial ( incl. ballot  paper)  by m ail before each elect ion or 
referendum . The license m ust  be present ed when vot ing at  poll 
stat ions or sent  w it h t he postal ballot  by m ail. 
 
I f a voter want s t o cast  a vot e elect ronically , he accesses t he e-vot ing 
system  t hrough t he I nternet . The vot er m ust  then enter his polling 
card num ber t o gain access t o t he secure elect ronic polling boot h. He 
then subm it s his vote and conf irm s or alt ers the choice before being 
aut hor ized again by t he system . This t im e t he vot er enters a secret  I D 
code, his date of birt h and place of origin, all of which are diff icult  t o 
guess or counterfeit . The system  t hen conf irm s t hat  t he vot e has been 
successfully t ransm it t ed and recorded. 
 
The Geneva project  has solved t he problem s of voter ident if icat ion, a 
m ajor challenge of any e-vot ing solut ion, by  m eans of  a sim ple 
scrat chable f ield on t he vot er 's polling card.  Under a m etallic st r ip 
there is a secret  I D code t hat  t he system  checks before cast ing t he 
vote in t he elect ronic ballot  box . Polling cards where t he m etallic st r ip 
has been scrat ched of f are no longer valid for vot es in person at  t he 
polling stat ions or for post al vot es unless it  can be proven by m eans 
of a barcode check t hat  t he person has not  already cast  a vot e 
elect ronically. 
 
The elect ronic ballot  is encrypted. Two keys are necessary in order t o 
open it . To ensure secur it y , t he keys are given t o m em bers of 
different  polit ical part ies t hat  are represented in par liam ent . Since a 
voterÕs ident it y and ballot  are kept  in t wo dist inct  files, it  is not  
possible t o m at ch a given ballot  w it h a voter. Geneva also carried out  
several hacking test s t hat  proved t he system  t o be very safe. 
 
Pi l o t  Pr o j e ct  # 2:  N eu ch a t e l  
 
This pilot  project  is using a different  approach t o e-vot ing. Close 
collaborat ion bet ween t he cant on and it s 62 com m unes has given r ise 



to t he creat ion of a one st op e-count er Ð t he Òguichet  sŽcurisŽ 
uniqueÓ. 
 
Sim ilar t o I nternet  banking t oday , t he cantonÕs residents w ill receive a 
user- I D, password and alternat ing t ransact ion code to access t he one-
st op e-count er , which offers a variety of governm ent  services. 
Before each popular vote, voters w ill receive an addit ional code t hat  
will allow t hem  to cast  t heir elect ronic ballot . 
 
Pi l o t  Pr o j e ct  # 3:  Zu r i ch  
 
The cant on of Zur ich has a t otal of around 820,000 regist ered voters. 
The geographical and polit ical landscape consist s on t he one hand of 
Swit zer landÕs largest  cit y (Zur ich)  and, on t he ot her , of m any sm aller 
com m unes, som e of t hem  wit h less t han 200 vot ers. Each com m une 
uses it s own adm inist rat ion syst em , m anages it s own elect oral 
register and count s it s own votes. 
 
Because vot ing is carr ied out  at  cant onal and local levels, close 
cooperat ion between bot h levels of  governm ent  is v it al for success. 
The plan is t o im plem ent  e-vot ing at  t he local level and have t he 
com m unes pass on t he result s t o t he cant on. For  t his reason, t he 
Zur ich project  is current ly t he m ost  am bit ious. Zurich has created a 
cant on-wide shared dat abase of voters t hat  will const ant ly be updated 
by t he com m unes, while barely changing t he exist ing network of 
inform at ion system s in t he com m unes. 
 
The system  had it s f irst  successful rollout  in the course of elect ions to t he 
st udent  parliam ent  at  t he Universit y of Zur ich in Decem ber  2004. 
 



3 . Wired Magazine on  Vot in g  
 

Elect ion  ' 0 8 :  Vo t e by  TiVo  
by Kev in Ax line, 11.14.06, Wired Magazine 
 
I n t he wake of yet  anot her elect ion m arred by technical glit ches, 
cr it ics of  elect ronic vot ing m achines are repeat ing t heir call t o rest ore 
old- fashioned paper t o t he increasingly com puter ized elect ion process. 
But  a sm aller , quiet er group is conv inced t he real solut ion lies in t he 
ot her direct ion. Now is t he t im e, t hey  say , t o m ake elect ions 
com pletely elect ronic,  and allow voters t o cast  t heir ballot s f rom  
hom e, over t he int ernet . 
 
"The technology is done,"  said Jim  Adler , founder  of  elect ion-audit ing 
firm  VoteHere. " I t 's really an issue now of polit ics and people's will."  
I f it  seem s insane t o put  dem ocracy's m ost  crucial funct ion on w ires 
shared by v iruses and spam , consider t hat  it 's already  happening. The 
2000 Arizona Dem ocrat ic pr im ary was t he f irst  binding elect ion t hat  
offered online vot ing, and 41 percent  of vot ers (39,942)  voted using 
the internet . The 2004 caucus conducted by  the Dem ocrat ic Party in 
Michigan offered int ernet  vot ing and 46,000 of 163,000 votes were 
cast  online. 
 
Swit zer land, Est onia, England and Canada all have run successful 
sm all- scale t r ials of internet  vot ing. Est onia now plans t o use nat ional 
internet  vot ing for it s 2007 parliam ent ary  elect ions;  t he internet  w ill, 
quite literally , decide t he fut ure of it s governm ent . 
 
Elect ions in 2002 and 2003 in Swindon, England, included an online 
opt ion.  VoteHere elect ronically audit ed t he elect ion from  it s Seat t le 
off ices, and Adler est im ates t he vot ing syst em  handled a t ot al of 
600,000 votes f rom  m ult iple count ies t hat  were cast  over a var iety of 
channels, including TV, internet , telephone and t ext  m essaging. 
The system 's perform ance was "excellent , no problem s at  all,"  said 
Alan Winchcom be, t he head of elect oral services in Swindon. "People 
did t ry t o hack it , but  no one got  t hrough. The secur it y levels were 
very high."  
 
Such successes aside, internet  vot ing is considered heresy in secur it y 
circles, where t he concept  has been repeat edly and violent ly pillor ied 
since at  least  2000. I f Am er ican voters are not  ready t o t rust  Diebold, 
are t hey ready t o vot e for president  using t heir  Windows m achines? 
The nay saying has it s roots in well- underst ood vulnerabilit ies, but  
now som e voices are wonder ing whet her t he crit icism  m ay have gone 
too far in seek ing to rule out  discussion on t he t opic, rat her t han 



explore solut ions. After years of grappling w it h elect oral problem s, 
m aybe it 's t im e t o re-open t he debate by weighing t he r isks of t his 
radical alt ernat ive against  t he benef it s, rat her t han com paring it  to an 
unat tainable ideal of perfect  secur it y. 
 
"We're in a wor ld of er ror . The quest ion is:  how m uch can you 
tolerate?"  said Adler . 
 
Skept ics dism iss claim s of past  online vot ing successes, saying t he 
elect ions of ficials evaluat ing t hose elect ions aren't  qualif ied t o 
pronounce t hem  a secur it y success. They point  to four m ajor 
breakdowns in any internet  vot ing schem e t hat  t hey claim  are 
int ractable:  
 
¥ General purpose PCs are inherent ly insecure and vulnerable 

to v iruses and other at tacks that  could com prom ise votes 
without detect ion. 

 
¥ Denial of service at tacks could disenfranchise voters. 

 
¥ Database hacks could change vote tallies. 

 
 
¥ Put t ing vot ing into the hom e would destroy poll-booth 

privacy, exposing voters to int im idat ion and bribery. 
 

"The folks who decide t o use ( t hese system s)  don' t  understand t he 
technology ,"  said David Wagner , an associate professor in t he 
Com puter Science Div ision at  t he Universit y  of California at  Berkeley 
who specializes in com puter securit y. "They  don't  know how t o 
dist inguish between good m arket ing and good technology."  
Wagner respect s VoteHere's work . "Their crypt ography is really 
br illiant , t our de force st uff ,"  he said. But  he m aint ains t hat  vot ing in 
a public elect ion "over t he internet  is crazy."  
 
Dav id Jef ferson, a com put er scient ist  who has worked w it h Com paq 
and HP on elect ion securit y , and has one of the longest  t rack records 
of st udying online and elect ronic vot ing, agrees. 
 
"There's really no way t o secure t he t ransm ission of vot es over t he 
internet ,"  Jefferson said, point ing out  t hat  hom e PCs' vulnerabilit y  t o 
v iruses and ot her m alicious code m akes it  im possible t o assure t hat  a 
vote is cast  and count ed t he way it  was int ended. 
 
Jefferson's v iews helped shut  down a Depar tm ent  of Defense online 



vot ing program  t hat  was scheduled t o t ake place in 2004. The $22 
m illion project  would have allowed up t o 100,000 m ilitary personnel 
abroad t o vote over t he internet . 
 
During t he planning st age, t he DOD form ed a blue r ibbon panel of  10 
expert s in vot ing and securit y syst em s t o evaluate t he program , 
ent it led t he Secure Elect ronic Regist rat ion and Vot ing Experim ent  
(SERVE) . I n January of 2004, four of t he reviewers - -  Dav id Jef ferson, 
Avi Rubin, Barbara Sim ons and Dav id Wagner - -  published a report  
labeling t he SERVE program , along wit h any  ot her vot ing system  t hat  
used t he internet , as inherent ly insecure. The project  was closed 
short ly t hereafter . 
 
The SERVE report  is one of a handful of  papers published by experts 
since 2000 t hat  have put  t he brakes on online vot ing opt ions in t he 
United States. But  t he decision wasn't  unanim ous. The ot her  six 
rev iewers did not  issue a cont radict ory report , but  at  least  t wo of 
them  t ake issue w it h t he absolute st ance of  it s aut hors. 
 
"By say ing it 's im possible t o do it ,  we're cornering ourselves,"  said 
Ted Selker , one of t he SERVE rev iewers, who current ly teaches 
I ndust r ial Design I ntelligence at  MI T. "We're not  allow ing ourselves t o 
solve t he problem . 
 
"The downside was very sm all,"  said Michael Sham os, a form er I BM 
engineer and com puter science professor at  Carnegie Melon who has 
taught  classes on elect ronic vot ing. " I  t hought  SERVE was a great  
idea."  
 
Crit ics of int ernet  vot ing say t he general-purpose com puter is 
inherent ly  insecure. An internet  elect ion would becom e a free- for -all 
of com pet ing m alicious code, bat t ling over users' hom e com puters to 
elect  t he aut hors' favor ite candidates. Hackers would cont rol vast  
bot net s of vot ing m alware. The internet  it self is also unreliable, and 
cruder at tackers w ill launch denial-of- serv ice at t acks t hat  suppress 
unwanted votes by k illing internet  access for ent ire vot ing precincts at  
a t im e. 
Vocal opponent s t o online vot ing such as Jefferson and Aviel Rubin, 
the technical direct or of t he I nform at ion Secur it y I nst it ut e at  Johns 
Hopkins Universit y who co-aut hored t he SERVE report , argue t hat  
accept able securit y is im possible w it h PCs and t he internet  as t hey 
are. 
 
" I  think t his is such a bad idea t hat  get t ing int o specif ic solut ions is 
dangerous,"  said Rubin. " I  feel like you're ask ing m e if it 's a good idea 
for  people t o explode nuclear bom bs in t heir bedroom s. 



Selker and Sham os agree t here are very real and com plex securit y 
concerns, but  t hey see t hem  as puzzles t o be solved. "This is an 
engineering project ,"  said Sham os, "To decide in advance t hat  it  will 
fail is unscient if ic. I t 's like saying, 'I  don't  t hink we could ever send a 
m an t o t he m oon so I 'm  not  going to work for NASA. '"  
 
Proponent s argue t hey can address specif ic securit y concerns of 
internet  vot ing f rom  an engineering perspect ive. The t hreat  of DOS 
at tacks on servers and infrast ruct ure can be m it igated by ext ending 
the w indow of t im e people have t o vot e - -  m aintaining a DDoS at t ack 
for  a week  would be a challenge for even t he m ost  determ ined 
elect ronic elect ion- r igger . 
 
The suscept ibilit y  of hom e PCs t o m alicious code could be resolved 
wit h closed set - t op boxes t hat  only run open-source, ver ified and 
digit ally - signed software. The large variety of ballot s bet ween 
count ies, coupled wit h a pot ent ially  large sam ple of audit  f irm s 
handling t he elect ions,  could also m ake a unified hack of nat ional 
elect ions m ore diff icult . 
 
Convent ional vot ing techniques have always been er ror prone;  t he 
quest ion is one of r isk m anagem ent ,  says Adler , who worked on 
rocket s as an engineer  for Lockheed-Mart in before get t ing into data 
securit y and signal processing. You can never guarantee t hat  not hing 
bad w ill happen in any  sit uat ion. "That 's an im possible bar ,"  said 
Adler . 
 
While Adler does not  claim  t o guarant ee 100 percent  secure online 
elect ions, he is sure t hat  fraud can be detected. By prov iding a ser ial-
num bered receipt  t o t he voter, which can be checked against  t he 
ballot -box  result s,  he says, "You can guarantee t hat  not hing bad can 
happen wit hout  anyone knowing about  it . Our product s are bark ing 
dogs, not  higher walls."  
 
The issues wit h internet  vot ing go beyond com puter securit y . I n m any 
ways, in-hom e vot ing represent s a paradigm  change, oblit erat ing t he 
perceived sanct it y of t he polling boot h, and raising quest ions about  
pr ivacy and safet y, t he loom ing specter of  voter int im idat ions and 
vote-purchasing. And t o be t ruly fair, internet  vot ing would require 
every  segm ent  of t he populat ion t o have access t o t he internet . 
Proponent s already have answers for som e of t hese problem s. To 
prevent  coercion or int im idat ion, for exam ple, voters could be allowed 
to vote as m any t im es as t hey want , w it h only t he last  vot e count ing. 
I f a boss or spouse were forcing you t o vote a cer tain way , you could 
change your vote later on. The potent ial for  selling votes could be 
disrupted by serial- coded receipts decipherable only by t he vot er . 



Despite ear ly set backs, t he idea isn't  going away easily and it  
prom ises t o grow in power as m ore count r ies give it  a t ry as a way 
out  of t he failures of t he current  system s. 
 
Public support  for t he Swindon elect ions was ext rem ely posit ive. 
Winchcom be says it  increased t urnout  for younger vot ers, and t hat  
there was no t im e over t he six t o seven days when som eone wasn't  
vot ing - -  even at  2 or 3 in t he m orning. Though increase in t urnout  
was slight , he says online votes j um ped 75 percent  t he second year it  
was offered, and he received m any disappointed calls t he next  year 
when it  was no longer available. 
 
The m ain chokepoint  for secure internet  vot ing is t he vulnerabilit y  of 
the hom e PC. The scient ists interv iewed for this art icle agreed t hat  a 
closed set - t op box would address m any of  t heir  concerns, t hough not  
all of t hem . 
 
Pushing hard-coded vot ing appliances int o Am erican hom es wouldn't  
be easy, but  t he funct ionalit y could be built  into ot her dev ices, w it h 
t ight  cont rols over what  software can run on t he box , and how t he 
code is audited and aut hent icated. Consider  the brainpower t hat  went  
into m aking HDTV video resist ant  t o high-qualit y copy ing. Apply t hat , 
under  st r ict  governm ent  regulat ions, to m aking secure hom e vot ing 
hardware, and vot ing m achinery could be em bedded in your 
telev ision, Tivo or cable box in t im e for t he 2010 m idt erm s. 
 
Meanwhile, t he problem s w it h current  elect ions rem ain. The FBI  is 
invest igat ing a vot er - suppression effort  in Virginia, in which callers 
posing as elect ions of ficials phoned voters who were likely  Dem ocrats 
and t old t hem  t hey'd be arrested if t hey v isited t heir polling place on 
elect ion day ;  sim ilar schem es have dogged every  elect ion in recent  
m em ory . Many cit izens abroad st ill aren't  able to vote,  due to logist ics 
and problem s obtaining absentee ballot s. 
 
The fut ure of online vot ing lies in whet her t he t hreshold for adopt ion 
is perfect ion, or funct ionalit y . "Nobody has a good solut ion t hat  
doesn't  in som e way use t he internet ,"  said Sham os. 
 
Unt il int ernet  vot ing ar r ives, a m ishm ash of bad solut ions occupy it s 
space. Wit h t he com put er ized SERVE syst em  deem ed t oo insecure, 
this year , Missour i,  I owa and ot her stat es allowed m ilit ary  personnel 
to e-m ail and fax t heir ballot s instead. 
 
That  left  soldiers wit h t he choice bet ween t ruly abysm al secur it y and 
sim ply not  vot ing at  all. 


